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Integration Overview 
This guide outlines the end-to-end process for integrating Ivanti Neurons for ITSM with Ivanti 
Neurons Digital Assistant  (DA). The integration allows users to interact with IT service 
management functionalities through a conversational AI interface, enhancing self-service 
capabilities, reducing response times, and improving overall user experience 

Prerequisites 

Before beginning the integration, ensure the following conditions are met: 

• You have Administrator-level access to an Ivanti Neurons for ITSM instance. 

• Your environment includes valid licenses and provisioned instances for both Ivanti 
Neurons for ITSM and Ivanti Neurons Digital Assistant. 

• Network access is configured to allow secure communication between Ivanti DA and 
ITSM (for example, firewall and proxy settings are appropriately adjusted). 

Required Assets 

Ivanti will provide the required Ticketing Patch Files at the start of the integration process. 
These files are essential for configuring the integration successfully. 

Setup Checklist 

Ivanti Neurons for ITSM 

• Create dedicated user accounts for the integration team. 

• Set up an ESP User account for automation and API interactions. 

• Generate a REST API Key for integration with Ivanti Neurons Digital Assistant. 

Ivanti Neurons Digital Assistant  

Note: 'Tenant' refers to your specific Ivanti Neurons Digital Assistant  instance. 

• Install required packages: 

o Download_Espressive_App 

o New_Employee_Onboard 

o reset_password 

• Trigger the ELC Sync to ensure baseline content is loaded. 

• Import Ivanti integration setup via the API. 

• Add the REST API key from ITSM into the Ivanti DA API headers. 
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• Perform a bulk user import into the Ivanti DA tenant. 

• Generate an API token from Ivanti DA and store it securely for later use in ITSM. 

• Create necessary system configuration values for bidirectional comment and ticket 
syncing. 

Ivanti Neurons for ITSM Setup 
To enable the integration, import the required configuration packages into Ivanti Neurons for 

ITSM in the following order: 

1. Scripts 

2. Quick Actions 

3. Triggers 

After importing, confirm that the necessary API endpoints are available through the ITSM front-
end. This is where you will configure the Ivanti DA API URL and token if not already completed 
during package import. 

Creating User Accounts 

1. Log in to Ivanti Neurons for ITSM with an administrator account. 

2. Navigate to the Admin UI by selecting the wrench icon. 

3. Under 'Users and Permissions', select 'Users'. 

4. Click 'New Employee' and fill in the required fields. 
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5. Assign the Administrator role to the user and save. 

 
Generating an API Key 

1. In the Ivanti admin dashboard, go to Security Controls → API Keys. 

2. Click 'Add API Key Group' and create a new group for the integration if one does not already 

exist. 
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3. Select the new key group and click 'Add API Key'. 

4. Set the description, and select the ESP integration user account for 'On behalf of'. 

5. Assign the 'Administrator' role and click 'Save Key'. 

6. Copy and store the generated API key securely for later use. 
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Ivanti Neurons Digital Assistant  Setup 

Installing Required Packages 

To begin configuration of Ivanti Neurons Digital Assistant (DA), you must install the necessary 
integration packages on your DA tenant. Navigate to your DA instance at 
{tenant}/status/packages and install the following packages: 

• Download_Espressive_App 

• New_Employee_Onboard 

• reset_password 

 

Running the ELC Sync 

1. Before proceeding with further configuration, you must run the ELC Sync to populate 
baseline content:  

2. Navigate to {tenant}/doppio and open the Command Center. 

3. Select 'ELC Sync' from the left-hand menu. 

4. Click 'Show Jobs' to check for any existing sync jobs. 

5. If no job is running, click 'Sync All' and wait for the process to complete. 
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Importing Integration Setup 

1. Once the ELC Sync is complete, import the Ivanti integration:  

2. Log in to your backend API at /api/espuser/login.  

3. Go to {tenant}/api/common/v0.1/data/import/. 

4. Use the 'HTML form' tab to upload the 'Ivanti-Ticketing.tgz' file provided by Ivanti. 

5. Click POST to begin the upload. 

6. After upload, confirm the integration appears under Integrations → Integrations in the 
DA Command Center. 
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Modifying the Ivanti Ticketing Integration 

1. Locate the Ivanti Ticketing integration and click 'Edit'. 

2. Under Configuration, enter the Ivanti ITSM instance URL. 

3. Ensure the 'resources' field points to the correct Knowledge Base name (e.g., 'Customer 
Knowledge'). 

4. Example configuration:  

{ 
  "url": "https://ivanti.ivanticloud.com", 
  "resources": "Customer Knowledge", 
  "group_initial_messages": true 

} 

5. For each API under the integration, open the API settings and update the Headers 
section with the Ivanti REST API Key.  

Note: At the time of writing, this package includes three APIs. Repeat this step for each  
one. 
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Bulk User Import and API Key Generation 
Running the Bulk User Import 

Once the API keys are configured within the Ivanti DA integration, you can initiate a bulk user 
import to populate users from your ITSM instance into the Digital Assistant: 
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1. Log in to the backend API at /api/espuser. 

2. Navigate to {tenant}/api/espuser/v0.1/users/bulk_import_users/. 

3. Switch to the 'Raw Data' tab. 

 

 

4. Enter 'GTicket' as the integration parameter. 

5. Click POST to start the import job. The response will include a job URL for tracking 
progress. 

You can monitor the job status (in progress or failed), and view the number of users 
being imported. Once complete, verify the imported users by visiting the 'Users' section 
within the Command Center. 

Note: Ivanti DA includes a few default users, so the total count may not match the 
imported list exactly. 
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Note: You will not have an exact number match as Ivanti DA will have a few 
default users that exist before the import. 

Generating the Ivanti DA API Key 

To enable Ivanti ITSM to securely communicate with the Digital Assistant, generate an API token within 

the DA platform: 

1. In the Command Center, go to Integrations → Integrations and select 'Ivanti Ticketing'. 

2. Copy the Integration EID. 
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3. Navigate to /api/integration/v0.1/integrations/{integration EID}/generate_token/. 

 

4. Click POST to generate the token. 

5. Copy the API key. This key will be used in the Ivanti ITSM web service configuration. 
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System Configuration in Ivanti Neurons Digital Assistant  
Before completing the integration, you must verify and configure key system values within 
Ivanti Neurons Digital Assistant. These ensure two-way communication for ticket comments 
and updates. 

 

1. In the DA Command Center, go to System → Configurations. 

 

2. Search for the following string-type configuration keys. If they do not exist, you will 
need to create them manually: 

• gen_ticketing.webhooks.create-comment.ref: Set this to “RecId”. 

• gen_ticketing.connection.author.id: Set this to the Employee Number from the 
synced ESP Integration User profile. 

• gen_ticketing.webhooks.create-comment.default_user_email: Set this to 
esp.integration@espressive.com. 
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The Employee Number value corresponds to the RecId in Ivanti Neurons for ITSM. You can 
verify the mapping by checking the user profile that was synced into Ivanti DA. 

 

Finalizing Ivanti Neurons for ITSM Configuration 
Importing Integration Packages 

To finalize the integration from the ITSM side, import the following packages into your Ivanti 
Neurons for ITSM environment: 

1. Scripts 

2. Quick Actions 

3. Triggers 
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To import: 

• Log in as an administrator and go to the Admin dashboard. 

• Search for 'Packages' and navigate to Development Packages. 

• Click 'Import Package' in the top-right corner. 
• Select and upload the packages provided by Ivanti. 

After import, verify successful installation by going to Integration Tools → Web 
Service Connections and confirming that the connections are listed. 

 



 

 

ivanti.com  |  10377 South Jordan Gateway, Suite 110, South Jordan, Utah 84095  |  +1 888 253 6201 

 

 

 

User Interface & API Configuration 
Adding a Top-Level Tab in ITSM 

To make the Ivanti DA Configuration Business Object visible in the Ivanti ITSM interface: 

1. Navigate to: Users and Permissions → Roles and Permissions → Admin → Top Level 
Tabs. 

2. Click 'Add New' and fill in the following details: 

• Tab initially visible: false (optional) 

• Name: Espressive API Configuration 
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• Object: Espressive Configuration 

• Layout: ivnt_Espressive_API_Configuration.Autogenerated 

 

 

3. Save the Object Workspace. 

4. Refresh the front end (if already open) to reflect changes. 

  



 

 

ivanti.com  |  10377 South Jordan Gateway, Suite 110, South Jordan, Utah 84095  |  +1 888 253 6201 

 

Entering API Key and URL in Ivanti ITSM 

1. In Ivanti ITSM, search for the Ivanti DA API Configuration object. 

 

 

2. Add the following entries: 

• Application: EspressiveIntegrationToken 

• URL: Enter the URL of your Ivanti DA tenant 

• Password: The password for the ESP Integration User 

• APIKey: The token generated in the DA Command Center 
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Final Configurations in Ivanti DA 
Outbound Mapping Script 

An outbound mapping script will be provided by your integration contact. Once received: 

1. Navigate to {tenant}/api/scripting/v0.1/script. 

2. Scroll down and click to create a new script: 

• Name: ivanti.create_incident.outbound 

• Type: Mapper 

• Paste the script content provided 

3. Save the script. 
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Incident Creation 

Smart Ticketing reference: Setting up Smart Ticketing The example we use for our ticket: 

An example ticket on Ivanti:Inbound mapping scripts 

 

Testing the Connection 

To validate the integration: 

1. In DA (Doppio), go to Integration → Integration → Ivanti Ticketing. 

2. Locate the 'User' API and test the GET USER LIST method. 

3. Copy the generated URL and paste it into a new browser tab, modifying the format as 
follows: 
https://<tenant>.espressive.com/doppio/integrations/<integration eid>/apis/<api 
eid>/methods/<method eid>/invoke 

4. Submit a POST request. 

5. A successful integration will return status code 200 and a list of user records. 
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